While individual differences in decision-making have been examined within the social sciences for several decades, this research has only recently begun to be applied by computer scientists to examine privacy and security attitudes (and ultimately behaviors). Specifically, several researchers have shown how different online privacy decisions are correlated with the "Big Five" personality traits. However, in our own research, we show that the five factor model is actually a weak predictor of privacy preferences and behaviors, and that other well-studied individual differences in the psychology literature are much stronger predictors. We describe the results of several experiments that showed how decisionmaking style and risk-taking attitudes are strong predictors of privacy attitudes, as well as a new scale that we developed to measure security behavior intentions. Finally, we show that privacy and security attitudes are correlated, but orthogonal.
INTRODUCTION
Current systems, when they take a user-centric approach, are designed for the "average user," but no one person perfectly fits this definition. For instance, due to varying privacy preferences, no one set of default privacy settings will accommodate all users. As a result, current systems are often designed to satisfy majorities, pluralities, or the most vocal. As a result, systems can only reach local maxima when designed for human beings in the general case. Thus, we believe that we should stop satisficing and start optimizing by designing privacy and security mitigations that account for individual differences.
Psychology researchers have studied how individual differences impact decision-making [2] ; literature has shown how particular behaviors are correlated with latent constructs (e.g., attitudes towards risk), and that various scales can be used to measure those constructs. If some of these constructs are also predictive of privacy preferences, then measurements of those latent constructs (e.g., using scales or observations of related behaviors) can be used to infer an individual's privacy preferences without directly asking her. Similarly, if other constructs are correlated with security decision-making, then measurements of those constructs can be used to tailor security messaging to result in better security outcomes (e.g., warning messages that appear more salient, and are therefore more likely to be obeyed [4] ).
The goal of studying individual differences in decisionmaking is to deepen the understanding of a certain decisionmaking phenomena and explore whether a certain effect is more pronounced for individuals who exhibit a high or low degree in one or more individual trait measures. For example, several studies have shown that individuals with low numeracy are less likely to understand health risks that are presented to them, and that they are more susceptible to effects of mood and how the information is presented, framed or ordered [20] . Some preliminary evidence also exists for how individual differences predict privacy attitudes: for instance, Pedersen showed that individuals showing low selfesteem are more likely to seek solitude [19] .
Our goal is to design systems that can make inferences about their users that can then be used to tailor privacy and security mitigations to an individual user's needs. As a first step, we have begun examining how individual differences can be used to predict privacy and security attitudes and behaviors. In this article, we describe an initial series of experiments that we performed to show how certain individual differences are predictive of privacy and security attitudes and behaviors. Contrary to the existing literature on predicting privacy preferences using personality traits, we show that the "five factor model" is a very weak predictor of privacy preferences, relative to other well-studied individual differences in the psychology literature.
RELATED WORK
Studying how individual differences affect people's decisions has only recently gained attention [2] . "Individual differences" covers any variable that differs between people, from demographics to abilities to personality. The Decision Making Individual Differences Inventory is an online collection, assembled by various decision-making researchers, and lists an extensive array of individual differences measures that relate to decision style or decision approach, measures of risk attitudes and behaviors, cognitive abilities, motivational measures, personality traits and more [2] .
The Big 5 personality model, also known as the "five factor model," is one of the most widely used personality models in the field of psychology [7] . The five dimensions are:
• Openness to new experiences: the extent to which someone seeks intellectual stimulation.
• Conscientiousness: the extent to which someone is organized or self-disciplined.
• Extraversion: the extent to which someone is outgoing and enjoys socializing.
• Agreeableness: the extent to which someone is compassionate or empathetic.
• Emotional Stability: the extent to which someone is stable versus neurotic, insecure, or nervous.
Very recently, several researchers have begun to examine how privacy preferences may be predicted by using the Big Five model. For instance, Junglas et al. found that agreeableness, conscientiousness, and openness to new experiences all correlate with an individual's concern for using location-based services [13] . Korzaan and Boswell found that agreeableness correlated with "concern for information privacy" [14] . These correlations go beyond self-reported privacy concerns, and can also be observed with regard to behaviors: Gou et al. found that aspects of users' public Twitter tweets can be used to infer their Big 5 dimensions [10] .
Although individual differences in privacy attitudes have been extensively investigated [1] , there is little (if any) research about how other individual differences-beyond the Big 5 traits-predict people's privacy attitudes and behaviors. Exploring the effect of individual differences on selfdisclosure behaviors and preferences may lead to systems that better empower users to act according to their stated privacy preferences. Similarly, since we are unaware of any previous research that has examined how security attitudes and behaviors may correlate with individual differences, we believe that exploring this may lead to higher compliance rates with security messaging.
In the privacy domain, we conducted two experiments to correlate psychometrics with observed privacy attitudes and behaviors. First, we examined whether personality traits correlate with privacy preferences and privacy-preserving behaviors. Subjects completed the Ten Item Personality Inventory (TIPI) [9] , which we found to weakly correlate with privacy attitudes and privacy-preserving behaviors. Based on our results, we performed a followup experiment to show that constructs relating to risk-taking and decision-making style are much stronger predictors of privacy attitudes. In the security domain, we developed and validated a new scale to measure users' security behavior intentions, and then showed how it correlates with various individual differences.
EXPERIMENT 1: PERSONALITY
Our first experiment focused on personality traits (i.e., the Big 5 model [7] ) as potential predictors of privacy preferences and behaviors. While we observed that personality traits correlate with preferences and behaviors, consistent with prior research, the overall predictive value is quite low. In this section, we describe our method and result.
Method
In this experiment, participants completed a personality test, as well as several different privacy metrics, which measured both stated preferences (i.e., privacy attitudes) and observed behaviors (i.e., participants' willingness to disclose private information about themselves). The order in which they completed each test was randomized, as was the question ordering within each test.
We measured participants' personality dimensions using the Ten Item Personality Index (TIPI) [9] , a 10-question survey instrument featuring two questions per personality dimension. Each question is answered using a Likert scale. We used the five dimensions as independent variables in a regression, which also included demographic factors (i.e., gender, income, and education level). Thus, each regression model featured eight independent variables.
Our dependent variables consisted of various privacy attitude and behavior metrics. We examined privacy attitudes using the Privacy Concerns Scale (PCS) [5] . The PCS is a set of 16 Likert-scale questions used to evaluate privacy attitudes on a unidimensional scale with regard to how concerned Internet users are with various scenarios involving misuse of personal information. We also used both the Westin Index [15] and the Internet Users Information Privacy Concerns (IUIPC) scale [16] . The Westin Index measures consumers' general attitudes about privacy using 3 Likert-scale questions that segment the population into three categories: "Fundamentalists,""Pragmatists," and "Unconcerned." Despite being used for several decades, researchers have recently raised questions about its validity [23] . The IUIPC scale features 10 Likert-scale questions evaluated across three dimensions: control over personal information, awareness of privacy practices, and data collection concerns.
Finally, we measured privacy behaviors by examining participants' self-disclosure behaviors two different ways. First, we used the 10-item Strahan-Gerbasi version of the MarloweCrowne Social Desirability Scale (SDS) [22] . The SDS measures social desirability bias, which is the propensity for people to respond to questions in ways that make them appear more desirable to others. To that end, the scale features 10 true/false statements; half reflect socially desirable behaviors that are rare (e.g., "I am always a good listener"), whereas the other reflect socially undesirable behaviors that are common (e.g., "I sometimes try get even rather than forgive and forget"). We coded SDS responses by adding the number of "true" responses to socially undesirable traits with the number of responses of "false" to socially desirable traits. Thus, self-disclosure scores ranged from 0 to 10.
Our second metric for self-disclosure behaviors was an unethical behaviors scale developed by John et al. [11] . This scale included 14 items that pertained to unethical or immoral behaviors (e.g., "Have you ever stolen anything worth more than $25?") to which participants could indicate a response between 1 (never) to 5 (many times) or skip the item if they wished not to answer it. We followed John et al. and coded responses for all items as Affirmative Admissions Rates (AARs) [11] , which represented the frequency with which participants reported engaging in the unethical behaviors (i.e., not selecting "never" or skipping the item).
To examine whether and how personality traits (measured by the TIPI) predict privacy attitudes and self-disclosure, we ran multiple regression analyses using TIPI, gender, education level and income level as predictors on the following dependent variables: PCS, IUIPC (both overall and the 3 sub-scales), Westin Index, disclosure of socially undesirable traits (SDS) and disclosure of unethical behavior (AARs).
To minimize the likelihood of participants selecting responses to questions at random, we included two attentioncheck questions. First, the beginning of the survey featured the following instructions and questions:
This study requires you to voice your opinion using the scales below. It is important that you take the time to read all instructions and that you read questions carefully before you answer them. Pre-vious research on preferences has found that some people do not take the time to read everything that is displayed in the questionnaire. The questions below serve to test whether you actually take the time to do so. Therefore, if you read this, please answer 'three' on the first question, add three to that number and use the result as the answer on the second question. Thank you for participating and taking the time to read all instructions.
I would prefer to live in a large city rather than a small city. [Strongly disagree (1) , (2), (3), (4), (5), (6) , Strongly agree (7)] I would prefer to live in a city with many cultural opportunities, even if the cost of living was higher. [Strongly disagree (1), (2), (3), (4), (5), (6) , Strongly agree (7)] If participants did not select "3" and "6," respectively, we gave them a second opportunity to answer these questions correctly. Upon answering them incorrectly a second time, we disqualified them from completing the survey. Additionally, we included an 11th item within the SDS questions: I do not read the questions in surveys. We filtered out participants who responded "true" to this question post hoc.
We recruited 500 participants from Amazon's Mechanical Turk (MTurk). We restricted participation to those over 18, based in the U.S., and with previous task completion rates exceeding 95%. After filtering out 43 responses (8.6% of 500) based on the second attention-check question (i.e., we did not receive results from participants who incorrectly answered the attention-check at the beginning of the survey), we were left with a sample of 457 valid responses. Of our sample, 58.2% were male, and had a mean age of 32.91 (σ = 11.19). Most participants had either completed high school (33%) or held a bachelor's degree (33.3%) or an associate's degree (15.5%). Median income category was $35K-$50K and the majority of participants (79%) reported an income lower than $75K per year.
Results
We first performed Principal Component Analysis (PCA) to verify each scale's dimensionality, as well as determined internal reliability using Cronbach's α. PCA with Varimax rotation on the PCS showed two components with eigenvalues greater than 1 that predicted 58.72% of the total variance. However, the second component only added 8.26% to the predicted variance and the reliability of the entire scale was high (α = .933) so we treated it as measuring one factor, as prescribed by Buchanan et al. [5] , and computed average PCS scores for all participants. Regarding the IUIPC, PCA showed the three original components predicted 75.18% of the total variance: Control (α = .792), Awareness (α = .776), and Collection (α = .908). We noted that one item was cross-loaded on Collection (.495) and Awareness (.455). Based on the recommendations of Matsunaga [17] , we made a judgment call to retain the original structure (keeping the item with its intended factor, Awareness). The Westin Index showed adequate reliability (α = .692), and we did not assess the internal reliability of the TIPI, as its authors recommend against it [9] . Reliability is established via test-retest [9] , which we did Table 1 summarizes our regression analyses. As can be seen, personality traits had a low predictive ability towards any of the privacy scales, and the total predicted variance was less than 1% for all dependent variables. Among the personality sub-scales, only Agreeableness predicted the PCS (along with income level); Openness to new experiences was the highest and most stable predictor of IUIPC (overall and all sub-scales), followed by Conscientiousness (which predicted awareness and collection but not control), Agreeableness (which predicted only awareness) and Extraversion (which predicted control). Agreeableness also predicted SDS, followed by Conscientiousness, which also predicted AARs, as did Openness and income level.
For the Westin Index, which classifies individuals into three groups, we performed a multinomial regression analysis with the same predictors. Only education level showed a significant result in predicting classification to the three groups (χ 2 (14) = 23.95, p = .046) while none of the other variables showed any significant prediction. This corroborates prior research showing that the Westin Index is a poor predictor of privacy preferences or behaviors [23] , and therefore we decided to not consider it further.
EXPERIMENT 2: DECISION-MAKING
Our second experiment focused on individual differences in decision-making as potential predictors of privacy attitudes. Overall, we observed that decision-making style and risk-taking attitudes were much better predictors.
Method
We made three changes from our first experiment. First, we did not include the Westin Index, as it performed poorly compared to the other privacy attitudes scales. Second, we also chose not to include behavioral tendency measures (such as the SDS and admissions to unethical behaviors) and focused solely on privacy attitudes scales (i.e., the PCS and IUIPC). Finally, we decided to use decision-making psychometrics as our predictors: Need for Cognition (NFC) [6] , the General Decision Making Style (GDMS) scale [21] , and the Domain Specific Risk Attitude (DoSpeRT) scale [3] .
NFC is a unidimensional scale that measures tendency to engage in "thoughtful endeavors" [6] . The GDMS scale measures decision-making style across five dimensions [21] :
• Rational: Using logic when making decisions.
• Avoidant: Delaying making decisions.
• Dependent: Making decisions by looking to others.
• Intuitive: Making "gut" decisions.
• Spontaneous: Making quick decisions.
The DoSpeRT measures attitudes towards engaging in risks across five dimensions [3] : financial, health/safety, recreational, ethical, and social. Just as before, the order of all questionnaires was randomized between participants.
We recruited a new cohort of 500 participants from Amazon's Mechanical Turk and required that they had not participated in the previous experiment. Using the same screening requirements as in our previous experiment, we filtered out 4 responses (0.8% of 500) and were left with a sample of 496. Half (51%) of participants were male, and the mean age was 35.33 (σ = 11.6). Most participants had either completed high school (33%) or held a bachelor's degree (33.5%) not do due to the high internal reliability of the other scales. Table 2 : Regression analysis with privacy attitudes as dependent variables and decision-making psychometrics as independent variables, controlling for demographic factors. Numbers in parentheses show the p-value; values in bold are statistically significant at the .05 level.
or an associate's degree (17.3%). Median income category was $25K-$50K and the majority of participants (87%) reported an income lower than $75K per year. These demographics are very similar to those of our initial experiment.
Results
We first analyzed our data in terms of scale reliability. As before, PCS showed high reliability (α = .936). A confirmatory PCA on IUIPC showed the original three factors (this time all items loaded highest on their predicted factor), and the factors showed high reliability (α = .805, .829, and .908 for Control, Awareness and Collection, respectively). NFC also showed high reliability (α = .952). A confirmatory PCA on GDMS showed that the original five factors all had an eigenvalue larger than 1 and predicted a total of 68.18% of the variance. The factors included the different decision-making styles labeled Rational α = .787), Avoidant (α = .918), Dependent (α = .809), Intuitive (α = .897), and Spontaneous (α = .863). For the DoSpeRT, a confirmatory PCA showed the original five factors which had an eigenvalue larger than 1 and predicted 53.44% of the total variance: Ethical risk-taking (α = .772); Health/Safety risktaking (α = .737); Recreational risk-taking (α = .846); Social risk-taking (α = .744); Financial risk-taking (α = .831). Thus, we concluded that our data were reliable, and we proceeded to build our regression models. Table 2 summarizes the results of multiple regression analyses conducted on all dependent variables (PCS, IUIPC overall and sub-scales) with NFC, GDMS sub-scales, and DoSpeRt sub-scales as predictors, alongside gender, education and income level. While NFC did not show a significant correlation with any of the privacy attitudes scales, two GDMS styles significantly predicted privacy attitudes on (almost) all scales: Intuitive and Rational. Given the positive standardized coefficients, this suggests that stronger privacy attitudes are the result of rational decision-making, as well as people having "gut feelings" about not wanting to divulge information. (4), and Always (5).
Among the risk-taking measures, social risk-taking significantly predicted almost all of the privacy attitudes scales, and health/safety risk-taking negatively predicted PCS and the collection sub-scale of IUIPC. That is, people who are more likely to challenge social norms are also more likely to question company policies about how personal information is handled. Similarly, those who take fewer safety risks are more likely to have concerns about their privacy.
Comparing the results of our two experiments, we can see that the second model has strong fit; averaged across all five dependent variables, the coefficient of determination was over three times as large in the second model, relative to the first. Thus, future research to predict privacy attitudes and behaviors should probably focus on decision-making psychometrics, rather than the five factor model.
EXPERIMENT 3: SECURITY
While several scales exist in the literature for measuring privacy attitudes, we are unaware of any similar scales for measuring security attitudes. Thus, we developed a new scale, which we are calling the Security Behavior Intentions Scale (SeBIS) [8] . SeBIS features 16 items, spread across 4 dimensions, and scored on a 5-point Likert scale ("never," "rarely,""sometimes,""often," and "always"). The sub-scales and associated items are depicted in Table 3 . We performed an experiment to examine how various decision-making psychometrics predict security attitudes, as measured by SeBIS.
Method
We used our previous methodology to examine correlations between SeBIS and our previous decision-making psychometrics (i.e., GDMS, DoSpeRT, and NFC), but also added in the Barratt Impulsiveness Scale (BIS) and Consideration for Future Consequences (CFC). BIS measures impulsivity across three dimensions [18] : attention, motor, and nonplanning. CFC is a unidimensional scale that measures how much attention people pay to long-term consequences [12] . We recruited 500 participants from MTurk to complete Se-BIS, as well as the 5 psychometric tests. Because this work was exploratory in nature, we opted to perform Pearson correlations, 2 rather than building a full regression model. Table 4 shows the resulting correlation matrix. To counteract effects from repeated testing, we only report correlations significant at the p < 0.005 level. Across all four sub-scales, participants who were more inquisitive (as determined by the NFC scale) were more likely to report engaging in better security practices. We also noted that the highest correlation across all four sub-scales was with consideration for future consequences (CFC), suggesting that good security behaviors are tied to long-term thinking.
Results
Our initial hypothesis was that willingness to take risks involving health/safety would be inversely correlated with computer security behaviors; we observed this was true, but only for behaviors involving proactive awareness and keeping software updated. Similarly, across all sub-scales, people who engaged in "better" security behaviors were less likely to procrastinate (as determined by the GDMS avoidant subscale). People scoring low on GDMS dependence scored high on SeBIS awareness; being proactive about computer security means not relying on other people. Many of the security behaviors also correlated inversely with impulsivity: this suggests that adhering to security advice involves foresight.
CONCLUSION
Through our preliminary experiments, we show that privacy attitudes can be predicted by examining several wellstudied psychometrics from the psychology literature. While previous research has shown that personality traits are predictive of privacy attitudes (e.g., the five factor model), we show that individual differences pertaining to decisionmaking and risk-taking are much stronger predictors.
Similarly, these individual differences are also predictive of security behavior intentions, though in different ways. For instance, while the "avoidant" dimension of the General Decision-Making Style (GDMS) scale had no predictive power over any of the privacy attitudinal metrics that we examined, it was correlated with all four dimensions of the Security Behavior Intentions Scale (SeBIS). Thus, privacy and security attitudes are different constructs, and are therefore correlated with different individual differences. (We corroborated this by showing that the Privacy Concerns Scale (PCS) is only weakly correlated with SeBIS [8] .)
The purpose of this preliminary work is to illustrate how an individual's privacy and security attitudes can be predicted based on other individual differences. Our goal is to design systems that can infer these differences and then use these inferences to customize privacy and security mitigations on an individual basis. Thus, our next steps are to examine the myriad ways of inferring these differences based on observations of other types of behavior, as well as to explore the ways in which knowledge of users' privacy and security attitudes can be used to improve the user experience and nudge them towards making better security decisions.
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